[punoxenue 2
K 00s3aTe/IbHON MHPOpMaLIUK
JUIsl pa3MelleHust Ha caiite

HHPOPMALNOHHAS ITAMSATKA
JJISL OBYYARKOINUXCS 1JISI PASMELEHUS
HA OOUIHUAJIBHBIX HHTEPHET-PECYPCAX

C KaXIBIM I'OJIOM MOJIOJIEKHU B MHTEPHETE CTAHOBUTLCS OOJIbILE, a HIKOJIb-
HUKH OJIHM M3 CaMbIX aKTHBHBIX II0JIb30Baresedl Pynera. Mexay tem, noMumo
OrPOMHOI0 KOJIMYECTBA BO3ZMOKHOCTEH, MHTEPHET HeceT U npolieMbl. JTa namsT-
Ka JI0JKHA TOMOYb TeOe Oe3011acHO HaXO(MTHCS B CETH.

KomnprorepHbie BUPYChl

Komnprorepupiii BUpyc - 9TO PasHOBHIHOCTH KOMIIBIOTEPHBIX [POIPamMM,
OTJIMYUTENILHOW OCOOEHHOCTBIO KOTOPOIl SIBJISIETCS CIIOCOOHOCTH K Pa3MHOKECHHIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT HMOBPEJIUTH MIIH TOJTHOCTBIO YHHUYTOKHTh
Bce (pailibl M JlaHHbIe, [TOJKOHTPOJIBHBIC MOJIB30BATENIO, OT HMEHH KOTOPOro Oblia
3amnylleHa 3apakeHHas MporpaMma, a TaKXke IMOBPEIUTh WM JaKe YHUYTOXKUTD
OTIEPallHOHHYIO CUCTEMY CO BceMHU (aiaMu B LenoM. B OonplIMHCTBe ciydaeB
pacnpoCTpaHstOTCss BUPYChl Uepe3 HHTEPHET.

MeTo/1bl 3aLUThl OT BPEJIOHOCHBIX POIPaMM:

1. Mcnonb3yii coBpeMeHHbIE ONEPALMOHHBIE CUCTEMbl, UMCIOLIUE CEepbe3-
HBI YPOBEHb 3aLLUTEI OT BPEJOHOCHBLIX IIPOrpPaMM;

2. IloctrosinHo ycraHaBinuBail nadytu (UMQpOBbIC 3aIJIATKH, KOTOPbIE aBTO-
MaTHYEeCKH YCTAHABIMBAIOTCS C LIEJIBIO JOPA0OTKU IIPOIpaMMBI) U JApyrue OOHOB-
JICHUsI CBOEH onepauMOHHOM cucTeMbl. CKauuBal MX TOJBKO ¢ O(UIHAILHOIO
cafta paspadoruuka OC. Ecin cyuiecTByeT pexuUM aBTOMATHYECKOIro OOHOBIIE-
HUSL, BKJIIOYH €rO0;

3. Pabotail Ha cBoeM KOMIIBIOTEpE IM0J1 IpaBaMH I10JIb30BATEIIsl, @ HE aJMH-
HHCTpaTopa. DTO HE MO3BOJIKT 6OHIJILIPIHCTB}’ BPCAOHOCHBIX IIPpOI'PAMM HHCTAJLJIM-
pOBATLCS HA TBOEM MEPCOHAIBHOM KOMIIBIOTEPE;

4. Mcnonb3yd aHTUBUPYCHBIE [TPOrPAMMHBIE MTPOJIYKThI U3BECTHBIX MMPOM3-
BOJMTEJICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanudb GU3UIECKUIT JIOCTYI K KOMIIBIOTEPY JUISI IOCTOPOHHMX JIUILL;

6. Mcnone3yii BHemIHUE HOCUTE M MH(pOpMalMK, TaKue Kak (uelka, JUcK
WM (paiil U3 MHTEPHETA, TOJILKO U3 IPOBEPEHHBIX HCTOUYHUKORB;

7. He oTKppIBaili KOMIIBIOTEpHbIE (aiiibl, MOJTYHYEHHbIE U3 HEHAJCKHBIX MC-
TOYHHUKOB. /lake Te (haiibl, KoTopble MpHUCIal TBOM 3HAKOMBIH. Jlydine yrounu y
Hero, OTIPaBJIsUI JIM OH Tebe uX.

Cern WI-FI

Wi-Fi - aTo He BW1 niepe/iauu JIaHHBIX, HE TEXHOJIOTUs, 4 BCEro JIMIL OpeH/I,
mapka. Eme B 1991 roay Huaepianjickas KOMIAHMA 3aperucrpuposalia OpeH



"WECA", uyro obo3nauano cinosocoyeranue "Wireless Fidelity", koropslii nepe-
BOAMTCS Kak "OecrpoBO/HAS TOYHOCTD".

Jlo Hauero BpemeHu jolna Jipyras adopeBuarypa, KOTopast siBJISIeTCsl TAaKOH
Ke TexHonorued. Dro abOpesuarypa "WIi-Fi". Takoe nazsanue Obulo JaHO ¢
HAMEKOM Ha CTaHJapT BbIcUIeH 3ByKoBOH TexHuku Hi-Fi, yTo B nepesojie o3Haua-
eT "BbICOKAsi TOYHOCTD .

Jla, OecruiaTHBIA MHTEpPHET-0CTYI B Kade, oTesIsiX U adporoprax sBjsieTcs
OTIMYHOM BO3MOXKHOCTBIO BbIXOJa B uHTepHeT. HO MHOrMe sKCreprbl CUMTAIOT,
yTo o0wenocrynHeie Wi-Fi cetn He sBIsIOTCS O€30MaCHBIMHU.

Cosertsl 110 O6e30macHocTy paboTbl B 00ue10cTyHbIX ceTsX Wi-f1:

1. He nepenagaii coro nuunyto uHbopmanuio yepes oduiepocrynnsie Wi-Fi
cetd. PaboTasi B HUX, KeJaTelIbHO HEe BBOJUTH 11apOJIH JIOCTYIIA, JIOTHHBI U KaKue-
TO HOMeEpa;

2. Vcnonp3yit 1 oOHOBJISIA aHTUBUpPYCHbIE IporpaMmbl U Opanamayep. Tewm
caMbIM Tbl o0e3onacuillb ceOst OT 3aKauyKu BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi orkmoun ¢pynkuuio "OO0muit goctyn k Qaii-
naMm U npuHtepaMm". JlaHHas (yHKLUMS 3aKpbITa [10 YMOJIYAHMIO, OJIHAKO HEKOTO-
pble MOJB30BATEIM aKTHBUPYIOT €¢ /I y/100cTBa MCIOJIb30BaHUs B padore Wilu
yuede;

4. He wucnoap3yi nyonuunsid WI-FI juis nepejadd JIMYHBIX JIaHHBIX,
HaIpyMep /ISl BBIX0/1a B COLIMATIBHBIC CETH HIIM B 2JICKTPOHHYIO [10YTY;

5. HMcnonb3yi Tonpko 3auuuiennoe coequuenue yepes HTTPS, a ne HT'TP,
T.€. pu Habope Beb-ajpeca BBoM uMeHHO "https://";

6. B mobunsnom Tenedone orkioun ¢pyunkuuio "llonxmouenue k Wi-Fi as-
tomaruueckn". He nomyckalh aBToOMaTH4eCKOro IOAKJIIOYEHMUS YCTPOWCTBA K Cce-
sim Wi-Fi 6e3 TBoero cornacusi.

CouunanpHble ceTH

CoupanbHbIe CeTH aKTHBHO BXOJAT B HAULY XHU3Hb, MHOI'HE JIIOJM padoTator
M JKMBYT TaM IOCTOSHHO, a B Facebook yike 3aperucrpupoBan Muiuidap/ 4ejioBex,
YTO SIBJISIETCS OAHOM CeAbMOM BCeX JKUTesleH IuiaHeTbl. MHOrue 110/1630Barelld He
OHUMAIOT, 4YTO MH(pOpMaLMs, pa3MelleHHas UMH B COLMAJIBHBIX CETAX, MOKET
OBITH Hal/eHa M HCII0JIb30BaHa KEeM YrogaHo, B TOM 4HCJIC HE o0s3arenpno ¢ OJa-
'MMH HaMepeHHSIMH.

OcHOBHbIE COBETHI 110 0€3011aCHOCTH B COLIMANILHBIX CETAX:

1. Orpanuub CnMcoK Jjpy3ei. Y 1edst B JIpy3bsiX HE JIOJKHO ObIThL Cily4ai-
HBIX U HE3HAKOMBIX JIFOJICH;

2. Banuuiail cBOO 4acTHYIO KU3HE. He ykasbiBaii maposiu, resedousl, ajpe-
ca, JIaTy TBOEro POXKJAEHHUS U JAPYIyIO JHUHYIO HH(POPMALHUIO. 3JI0yMbIILICHHHKH
MOTYT MCII0JIb30BaTh J1ake HH(POPMAIMIO O TOM, KaK Thl U TBOM POJIMTENIH IIJIaHHU-
pyeTe MPOBECTH KaHHUKYJIbI,

3. Bamuiai CBOIO peryTalyio - JACpKH ee B YMCTOTE M 3ajasail cebe Bo-
npoc: xoTeJs Obl Thl, YTOOBI JIpyrUe MOJL30BATEIM BUJICIH, YTO Thl 3arpyKaeiib?’
[Tonymaii, mpesx/ie 4em 4To-To OIyOJIMKOBaTh, HAIIMCATh U 3aIPy3HUTh;



4. Ecii TbI rOBOPHILL C JIOJIbMH, KOTOPLIX He 3Haellb, He UCIOJIb3YH CBOE
peasbHOe MM U JAPYIYIO JIMYHYI0 MH(POpPMAUMU: UMS, MECTO JKUTEIbCTBA, MECTO
y4eObl ¥ pouee;

5. M3berait pazmewienus ¢ororpaduii B Uurepuere, riae tol u300pakeH Ha
MECTHOCTH, [10 KOTOPOH MOKHO OIPE/CIHUTE TBOC MECTOMNOJIOKCHHE,

6. Ilpu perucTpauru B COLMAIBHON CETH HEOOXOAUMO MCIIONIB30BATE CJIOK-
HbI@ NIapOJIM, COCTOAIIME U3 OYKB U LIU(P U C KOJIMYECTBOM 3HAKOB HEe MeHee &;

7. JAng couMagbHOR CeTH, [0YTBI U JAPYIUX CAHTOB HEOOXOJIMMO HCIIOJIB30-
BaTh pasHble 1aponu. Torga ecau teds B3IOMAIOT, TO 3JI0YMBIIUICHHUKH 1OJTy4YaT
JOCTYT TOJBKO K OJTHOMY MECTY, a He BO Bce cpasy.

DNEKTPOHHBIE IEHBIH

DNEeKTPOHHBIE JIEHbI'H - ATO O4€Hb YJIOOHbBIH Cr10co0 IUIaTexe, 0/(HaKo Cy-
IECTBYIOT MOILUEHHHUKH, KOTOPBIE XOTST LIOJYYHUTh ITH JICHbIU.

DJIeKTPOHHBIC ACHBIY ITOSBUIMCH COBCEM HEJIABHO MU MMCHHO M3-3a 3TOr0 BO
MHOI'MX IOCY/IapCTBax J0 CHX I10p HE IMPOMNUCAHO PO HUX B 3aKOHAX.

B Poccuu e oHM (YHKIIMOHHPYIOT U O HUX YK€ IPONUCAHO B 3aKOHE, e
MX pa3/le/iAI0T Ha HECKOJIBKO BMJIOB - aHOHMMHBIE M He aHOHMMHbIe. Pa3Huua B
TOM, YTO @aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MpoBOJUTh onepanuu 6e3
HJIeHTU(PUKALKMK T0JIb30BaTEIIsl, @ B HEAHOHUMHbBIX HJICHTH(UKALMS [10J1b30BATESI
SIBJISICTCSI 00S3aTCIIBHOM.

Takxe ciie/lyer pa3imyarh 2JeKTPOHHbIE (PUaTHbIE JIeHbIW (paBHBI rocynap-
CTBEHHbIM BallOTaM) M JJIEKTPOHHbIC HeduaTHble ACHBIUW (HE paBHbI rocyjaap-
CTBEHHBIM BaJIOTaM).

OcHoBHbIE COBETHI M0 0e301acHOi padoTe ¢ MNIEKTPOHHBIMU JICHLI'AMM:

1. IlpuBsku K cdyeTy MOOMIIbHBIH TesieoH. DTO caMblil y100HbBIH U ObICT-
pBIf cr1oco® BOCCTAHOBHUTH JIOCTYI K cueTy. [IpuBsizanusiil TesieoH MoOMOXKeT, ec-
au 3a0yjienlb CBOHM IUIATEKHBIA 11apoJib WM 3aijlelllb Ha CailT ¢ HE3HAKOMOI'O
YCTPOWCTBA;

2. Ucnonp3y#t oxHopasosble napoid. Ilocne nepexojia Ha yCHIeHHYIO aBTO-
puzanuio Tede yxxe He OyJeT yrpokarb ONacHOCTh KPaKy MIIM llepexBaTa 11aTex-
HOTO MapoJis;

3. BpiGepu cnoxueli napossb. llpecrynnukam OyjeT HE NpocTO yrajaarb
CJIOXKHBIA nmapoiib. HasleskHbie maposiy - 9T0 1apoJid, KOTOpbIe COJCpKAT He MEHee
8 3HAKOB M BKJIIOYAIOT B ce0sl CTPOUHBIE U MPOIMUCHBIE OYKBBI, IIU(MPbI U HECKOJIb-
KO CHMBOJIOB, TaKM€ KaK 3HaK JoJuiapa, ¢yHTa, BOCKIMIATEIBHBIM 3HAK M T.II.
Hanpumep, $tROng!;;

4, He BBOJM CBOM JIMYHBIC JJAHHBIC HA CaliTax, KOTOPBIM HE JIOBEpsiellb.

DNeKTpOHHAs 1oYTa

DIEKTPOHHAs 104YTa - 3TO TEXHOJOIUS M MPEJIOCTABISEMBIE €10 YCIYTH I10
[EPEChUIKE U ITOJTYUYEHHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPBbIE paclpeelstoTCs B
KOMITBIOTEPHOH ceTH. OOBIMHO JICKTPOHHBIH IOYTOBBIN SIIMK BBLITISAAUT CIE/1LY-
FOLUM 00pa3oM: UM _ToJib30BaTeNsi(@uMs_jjoMeHa. Taxxke kpome repejadu 1po-
CTOr0 TEKCTa, MMEETCS BOZMOXKHOCTH Mepe/iaBarh (haibl.

OcHOBHbIE COBETHI 110 O€3011aCHON padoTe ¢ IEKTPOHHOH TOYTOH:



1. Hago BbiOpaTh npaBUiIbHBIM [OYTOBBIA cepBUC. B HHTepHeTe ecTb
OrpOMHBIN BBIOOp OeCIUIaTHBIX MTOYTOBBIX CEPBUCOB, O/IHAKO JIyUlle JOBEPSTh TEM,
KOT'0 3HaeIlb U KTO NEpBLIH B PEHTHHIE;

2. He yka3sIBail B JIMYHOH nouTe JTW4YHYI0 MH(DOopmanuio. Hanpumep, sry4iie
BeIOpaTh "My3bIKaabHBIA_(anar@" uiu "pok2013" Bmecto "remal3";

3. Hcnonb3yil JIByX3TallHyl0 aBTOPU3ALMIO. DTO KOIJla MOMHUMO I1apoJist
HYKHO BBOJMTH KOJI, IPUCHUIaeMBIH 110 SMS;

4. BeiOepu cn0KHbIA NapoJib. [l Kaxk/10ro no4ToBOro sumKa 10/KeH ObITh
CBOM HAJIEXKHbIH, YCTOMYMBLII K B3JIOMY I1ap0Jib;

5. Eciii ecTh BO3MOMXKHOCTH HalMcaTb CaMOMY CBOM JIMYHBIH BOIIpOC, MC-
I10JIb3YH 3TY BO3MOKHOCT;

6. Mcrionp3yit HECKOJIBKO IMOYTOBBIX SILUKOB. llepBblil 1 yacTHOH nepe-
IMUCKH C afgpecaTaMH, KOTOPLIM ThI 10Bepselllb. DTO JIEKTPOHHbIH aJpec He HaJl0
UCIIOIB30BaTh IPU PErHCTpaluu Ha (GopyMax U cairax;

7. He orkpbiBail (aibl U JApyrue BIIOKEHUS! B MUCbMAx, Jake €cjId OHH
IPUILIA OT TBOUX Apy3ei. Jlyuuie yTo4Hu y HUX, OTHPABISUIM JIM OHU Tede JTH
Gaitbl;

8. Ilocne oxkonHuyanusi pabOThl HAa IIOYTOBOM CepBUCE II€pe/l 3aKpbITUEM
BKJIQJIKK ¢ caliToM He 3a0y1b Haxarh Ha "BoiiTu".

KuGepOyuiuHr i BUPTYaJibHOE H3/1eBATEIBCTBO

KubepOyiumunr - npeciieioBanie COOOIIEHUAMU, COJEpKallUMU OCcKOpOJIe-
HMSl, arpeccHio, 3alyruBaHue; XyJIUIaHCTBO; colUaibHoe DOHKOTUpOBaHUE C I10-
MOILBIO Pa3JIMYHbIX HHTEPHET-CEPBUCOB.

OcHoBHbIE cOBeTHI 110 OopsOe ¢ KUOEepOYILNTMHIOM:

1. He Opocaiicst B 00#. JIyumuii crioco0: mocoBeTOBaThLCS Kak cedsi BeCTH H,
€CJIM HeT TOro, K KOMy MOJKHO OOpaTHUTbLCS, TO BHa4ajle YCIIOKOMTbCS. Eciu Thl
Ha4Hellb OTBEYaThb OCKOPOJEHUSMU Ha OCKOpPOJIEHMs, TO TOJIBKO eule OoJiblie
pa30kIKelb KOH(IUKT;

2. Ynpassi cBoeit kubeppenyTaiuei;

3. AHOHUMHOCTb B ceTd MHUMas. CylIecTBYIOT €I10COObI BBIACHHUTB, KTO
CTOMT 332 aHOHUMHBIM aKKayHTOM;

4. He ctouT BecTH XyJuranckuid oOpas sBupryanbHoi sxusnu. Mnrepner
(ukcHpyeT Bce TBOM JCHUCTBMS M COXpaHsieT MX. YJajuuTh ux Oyjer kpaiHe 3a-
TPY/AHHUTEIIbHO;

5. CoOmoaai CBOXO BUPTYAJIBHYIO YECTh CMOJIOAY;

6. Urnopupyil eaquHu4uHbIi HeratuB. OJIHOpa30BbIE OCKOPOUTENIbHbBIE CO00-
IIEHUS JIy4lle UrHopupoBarh. OOBIYHO arpeccus INpekpauaeTcss Ha HavallbHOM
CTanH;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOLIEHUAMM, B
COL[MAJIBHBIX CETAX €CTh BO3MOXKHOCTE OJIOKUPOBKH OTIIPABKHU COOOILEHHUI ¢ Olpe-
JI€JIEHHBIX a/IPecoB;

8. Ecitn TBI cBueTens kubepOysunnra. TBou JIeHCTBUS: BLICTYIIWTD [IPOTHUB
npeciie/loBaTeis, 1oKa3arh eMy, YTO €ro JeHCTBUS OLICHUBAIOTCA HEraTHBHO, 1101
JlepKaTh KEPTBY, KOTOPOH HY)KHa INCHUXOJIOTHYECKas MOMOILb, COOOILUTE B3pOC-
JBIM O (paKTe arpecCUBHOIO [TIOBEJICHMUS B CETH.



Mob6unbubii Tenedon

CoBpemenHble cMapT(OHBI U IUIAHIIETEI COIEPKAT B cebe BIIOJIHE B3POCIIbIii
(GyHKIHOHAN, U TEIeph OHU MOI'YT KOHKYPUPOBATH CO CTALMOHAPHLIMU KOMIIbIO-
Tepamu. OJIHAKO, CPeJCTB 3alIMTHI JUIS [OJOOHBIX YCTPOMCTB 110KA OY4eHb MaJo.
TecTrposanue ¥ NOUCK ySI3BUMOCTEH B HUX IIPOUCXOJUT HE TAK HHTEHCHBHO, KaK
s IK, To ke camoe kacaercs U MOOMIIBHBIX ITPUIIOKEHUH.

CoBpemenHble MOOUIIbHBIE Opay3epsl yiKe NPaKTHYECKH JIOTHAIMA HACTOJIb-
HbI€ aHAJIOrM, OJHAKO pacliMpeHue (QyHKIMOHAla BiiedeT 3a co00i 00JbLIYIO
CJIOKHOCTb U MEHBIIYIO 3aLUIIEHHOCTb.

Jlanexo He BCce NPOM3BOJMUTENH BbILYCKAIOT OOHOBJICHMSI, 3aKpbLIBAIOLUE
KPUTHYECKHUE YSI3BUMOCTH LIS CBOMX YCTPOMCTB.

OcHoBHbIe cOBEThI Jisi 0€3011aCHOCTH MOOHIBHOIO TesieoHa:

Huuero ne siBisiercst no-nacrosiiemy OecruiarusiM. byjib ocropoxkeH, Be/b
Korja tebde npeaaratorT OecIIaTHBIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHe-
TO IUIATHBIE YCIIYIH;

Jymai, npexzae yem ornpaButs SMS, ¢orto uiau Bujaeo. Thl TOUHO 3HACIb,
rjae oHu OyyT B KOHEHHOM utore?

Heo0x011M0 00HOBIISITH ONEPAMOHHYIO CUCTEMY TBOCI'O cMapT(hoHa;

Mcnosb3y# aHTUBHpYCHBIC IPOrpaMMbl JUIsi MOOMIIBHBIX Te1e(OHOB;

He 3arpy:xail NpuiioKeHust OT HEH3BECTHOIO MCTOYHMKA, Be/b OHHU MOIYT
COZIepKaTh BPEJOHOCHOE IIpOIpaMMHOe obecrieueHue;

ITocite TOro xak Thl BBIAJEWB C caiTa, Iyle BBOAWII JIMYHYIO MH(OPMALIKIO,
3aii/iM B HacTpoiKkK Opaysepa u yaanu cookies;

[lepuonuuecku npoBepsii, KaK|e IUIaTHbIE YCIYI'M aKTHBUPOBAHbI Ha TBOEM
HOMeEpE;

JlaBait cBoii HOMep MOOWIBLHOrO TejedOHa TOJILKO JIKOJAM, KOTOPLIX Tbl
3Haelllb U KOMY JI0Bepsellb;

Bluetooth noikeH ObITh BBIKIIIOYEH, KOIJA Thl UM HeE I10Jib3yeuibes. He 3a-
ObIBail HHOT 1A IPOBEPATH ITO.

Online urpsr

CoBpeMeHHbIe OHJIAHH-UIPBI - ITO KPacOYHbIE, 3aXBaThIBAIOILIME pa3Bileye-
HHA, O6'1:>CJI]/1H$IIOH_H/IQ COTHH TbICsY HEJIOBEK 10O BCEMY MHPY. I/IFPOKH HCCIICAYIOT
JAHHBIA UM MUp, OOLIAKTCS JIPYT € JPYrOM, BBIIOJIHSIOT 3a1aHUs, CPaKaloTcs ¢
MOHCTPAaMHM M IOJIY4YalOT OIBIT. 3a YyJAOBOJLCTBHUE OHHU ILIATAT: IHOKYNAKOT JIMCK,
OIIaYMBAIOT A00OHEMEHT MJIM IPUOOPETAIOT KAKHE-TO OTILIHH.

Bce 3Tu cpejicTBa W1yT Ha MOJJIepIKaHUE U Pa3BUTHE UI'Pbl, @ TAKKE HA CaMy
6e3011acHOCTh: COBEPILIEHCTBYIOTCS CUCTEMbl aBTOPHU3ALIMH, BBIITYCKAIOTCS HOBBIE
naT4y¥ (LM(pPOBBIE 3aIIATKH JUIS IPOIPAMM ), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmomoOHBIX HIrpax CTOMT OIMacaTbCsi HE CTOJBKO CBOMX COIEPHHKOB,
CKOJIbKO KpaXd TBOEIro IapoJisi, Ha KOTOPOM OCHOBAaHAa CHUCTEMa aBTOPU3AllMH
OOJIBIIMHCTBA UIP.

OcHOBHBIE COBETHI 110 6E30I1aCHOCTH TBOEI'0 UI'POBOI'0 aKKayHTa:

1. Ecniu apyroii urpok BejeT cels MII0X0 HIH CO3/aeT Tede HelpUATHOCTH,
3a0JIOKHPYH €0 B CIIUCKE HIPOKOB;



2. IToxkanyiics aIMUHECTpAaTOpaM UIPhl HA IUIOXOE IOBEICHHE ITOrO UIPO-
Ka, JKeJIaTeJIbHO IPHIIOKUTh KaKMe-TO J0Ka3aTeIbCTBa B BUJI€ CKPHHOB;

3. He yxa3biBail mnunyto nadopmaiuio B npodaiisie Urpsl;

4. YBaxal Ipyrux y4aCTHUKOB I10 UI'pE;

5. He ycranaBinuBail Heo(UIMAIbHBIC [IATYU U MO/,

6. Mcnionib3yit Cil0KHBIE M pa3HbIE [1apPOJIH;

7. Jlaxke BO BpeMsl MI'PbI HE CTOUT OTKJIIOYaTh aHTUBMpYC. IToka Thl Mrpa-
€lllb, TBOH KOMIIBIOTEP MOI'YT 3apa3uTh.

OUIIMHT WA KPa)Ka JIMYHbBIX JIaHHbIX

OObIvHON KpaxeH JCHEr W JIOKYMCHTOB CErOJIHS YK€ HUKOIO HE y/JAMBHIb,
HO C Pa3BUTHEM HMHTEPHET-TEXHOJOIHH 3JI0yMBIIUICHHUKH [EPEMEeCTHIUCh B UH-
TEPHET, U NPOAOJIKAIOT 3aHUMATLCS "TIOOUMBIM" J1€JI0M.

Tak mnosBuIach HOBasg yrposa: MHTCPHET-MOLICHHUYECTBA WM (DUIIMHI,
r71aBHas LeJlb KOTOPOro COCTOUT B IOJYYEHUH KOH(PUACHIIMAIBHBIX JTAHHBIX I10J1b-
30BaTesie - JoruHoB U naposied. Ha anrnuiickom sa3bike phishing yuraercs kak
¢ummnr (o1 fishing - peiGHast Jronst, password - napoJib).

OcHoBHbIE COBETDI 110 Dopb0e ¢ PUILIMHIOM:

1. Cieau 3a CBOMM aKKayHTOM. EcCiM Thl 110/103peBacilb, YTO TBOS aHKeTa
Obula B3j10MaHa, TO HEOOXOAMMO 3abJOKHPOBATH €€ MU COOOIIMUTH aJMHHHCTPATO-
pam pecypca 00 3TOM Kak MOXKHO CKopee;

2. Ucnone3yii 6e3onacHble BeO-caidThl, B TOM HMCJIC, MHTEPHET-Mara3uHoB U
IIOMCKOBBIX CHUCTEM;

3. Hcnonb3yi cilioxkHble W pasHble napoiu. Takum oOpaszom, eciu Teds
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH I10JIy4YaT AOCTYI TOJIBKO K OJIHOMY TBOEMY IpO-
(UKo B CETH, a HE KO BCEM;

4. Eciu Te®s B3J10MalM, TO HEOOX0MMO HIPE/IyIPE/IMTh BCEX CBOUX 3HAKO-
MBIX, KOTOpbIe J100aBiieHbl Y TeOsl B JIPY3bsiX, O TOM, YTO TeOs B3JIOMAJIM U, BO3-
MOKHO, OT TBOEro MMeHH OyJeT pacchUIaThCsl CIIaM M CCHUIKM Ha (DUILHHIOBbLIE
CAMTHI;

5. YcranoBu HazaexHbii naposs (PIN) na MoOuiibHBIA TesedoH;

6. OTkmoun coxpaHeHue naposs B Opaysepe;

7. He oTkppiBail ¢aiiyibl ¥ JApyrue BIOKEHHUs B IHCbMax, Jaxe ¢Cld OHM
IPULLIA OT TBOMX JApy3eil. Jlydiie yro4Hu y HHMX, OTIIPaBJSUIA JIK OHU TeOe ITH
(aibl.

[{udposas peryranus

[{udpoBas penyranus - 3TO HEraTUBHAsl WJIM [MO3UTHUBHAs MH(QOpMALUs B
cetu 0 tebe. Komnpomerupyiowmas uHbopmanus, pazMellieHHas B MHTepHeTe, MOo-
KET Cepbe3HbIM 00pa30M OTPa3UTLCS Ha TBOEH peasbHOM xu3HU. "Lludposas pe-
myTamusi' - 9TO TBOM UMUK, KOTOPbIH (opMupyercss u3 uHdpopmauuu o rebde B
MHTEPHETE.

TBOe MecTO KUTeNIbCTBA, yueObl, TBOe (MHAHCOBOE 110J107KEHUE, 0COOEHHO-
CTH XapakKTepa U pacckasbl 0 OJIM3KHUX - BCE DTO HAKAIUJIMBAETCS B CETH.

MHorue nojpocTKy JIErKOMbICIIEHHO OTHOCSTCS K IyOJIMKALMKU JTHYHON HH-
¢opmauuu B MurepHere, HE NOHUMAas BO3MOMKHBIX [OCHEACTBMH. Tbhl Jaxke He



CMOXeLIb JI0rafiaThesi 0 TOM, 4To Qororpadusi, pa3MelieHHas 5 JleT Ha3ajl, cTaia
IPUYMHOM OTKa3a NpUHATL TeOst Ha paboTy.

KommenTapuu, pasmeuieHue TBoux Gororpaduii ¥ apyrue 1eHCTBHS MOTYT
He MCUE3HYTh Aa)ke I0CJIe TOrO, KaK Thl UX yJalIHllb. Tbl HE 3HACHIb, KTO cOXpa-
HHJI 3TY MH(OPMALHIO, I1011aj1a JId OHA B IIOMCKOBBIC CUCTEMBI M COXpPAHWJIACh JIH
OHa, a IIaBHOE: YTO IOAYMAIOT 0 Tede OKpy»Karolue JIIO/AHU, KOTOpble HAUAYT W
yBUAAT 3T0. Halitu nHpopMmanuio MHOro JIeT CIyCTsI cMOXeT 000H - Kkak U3 100-
pbIX MOOYXKACHUH, TAK U ¢ HAMEPEHUEM IIPUYMHHUTL BpeJl. DTO MOKET ObITh KTO
YTOJHO.

OcHoBHbIE COBETBI 110 3alIATE [IUPPOBOM perryTaluu:

1. IToxgymaii, npex e yeM 4TO-TO MyOJIMKOBATh U IepeiaBarh y ceds B Onore
WJIA B COLIMAJIbHOM CeTH;

2. B Hactpoiikax npoduis yCTaHOBH OrpaHHYEHMs Ha MPOCMOTP TBOETO
Npo(UIISL U ero COAePKUMOro, c/ieal ero ToIbKo "nis apysei”;

3. He pasmentait u He ykasbiBail MH(pOpMALMIO, KOTOpasi MOXKET KOro-amdo
OCKOpOJISITH MM OOMIKATD.

ABTOpCKOE I1paBo

CoBpemeHHbBIC LIKOJLHUKM - AKTUBHBIC 110JIb30BATC/IM LUPPOBOIro Ipo-
cTpancTBa. OQHAKO J1aJIeKO HEe BCE 3HAIOT, YTO I0JIb30BAHUE MHOIMMHU BO3MOKHO-
CTSMH IIUPPOBOro Mupa Tpedyer cobIoeHus MpaB Ha UHTEJUIEKTYalbHYIO CO0-
CTBEHHOCTb.

TepmuH "uHTEIIeKTYa/IbHAS COOCTBEHHOCTB'" OTHOCHTCS K Pa3z/IM4YHBIM TBO-
pPEHUSM YEJIOBEYEeCKOI'0 yMa, HauMHasi ¢ HOBbIX M300peTeHMil U 3HAKOB, 0003Ha-
YAKOLMX COOCTBEHHOCTH HA HPOAYKTHI M YCIyI'H, ¥ 3aKaH4duBas KHUIamu, (oTo-
rpadusaMH, KHHOQHIBMAMHU U MY3bIKaJIbHBIMH [1IPON3BE/ICHHSIMU.

ABTOpCKHE MpaBa - 3TO IpaBa Ha HUHTEIUIEKTYaJlbHYI0 COOCTBEHHOCTH Ha
NPOU3BEICHHUS] HAYKH, JTUTEpaTyphbl U UCKycCTBAa. ABTOPCKHE MpaBa BBICTYNAIOT B
KayecTBe rapaHTHU TOr'0, YTO UHTEJUIEKTYAJIbHBIH/TBOPUYECKHUHA TPyl aBTopa He Oy-
JIeT HAIpacHbIM, JIaCT eMy CIIpaBe/l/IiBble BO3MOKHOCTH 3apadoTarh Ha pe3ylibTa-
Tax CBOEro TPy/ia, MOJYy4YUTh U3BECTHOCTb U npuizHanue. Hukro 0e3 pasperienus
aBTOpa He MOIKET BOCIPOU3BOJAUTEH €r0 MPOU3BEJEeHUE, paclpoCTpalsiTh, My0Iny-
HO ACMOHCTpHpOBaThL, lipoJjaBarb, KMIIOPTHUPOBATh, I[IYCKAaThb B IIpOKar, 11)’6Jll/l'-lH0
UCIIOJIHATD, [10KAa3bIBATL/UCIIONHATE B 2dUpe Wik pasMeliars B Murepuere.

Hcnosb3oBanue "muparckoro” nporpaMMHOro odecrnedyeHus MOKeT IpuBe-
CTH K MHOI'MM PHCKaMm: OT IOTEPH JIaHHBIX K TBOMM aKKayHTaMm JI0 OJOKHPOBKH
TBOEro yCTPOMCTBa, I/le ycTaHOBJEHA HelerajabHas nporpamma. He crour taxxke
3a0bIBaTh, YTO CYIIECTBYIOT JierajbHble M OeclulaTHbIE I[IPOIPAMMBI, KOTOpBIE
MOKHO HAWTH B CETH.

O noprane

CereBUYOK.p( - TBO¥ INIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXKELIDb Y3HATD
0 0€30MacHOCTH B CETU MOHATHBIM M JIOCTYIIHBIM SA3BIKOM, @ IIPU BO3HUKHOBEHHU
KPUTHYECKOH CHUTyallud OOpaTUTbCS 3a COBETOM. A TaKKe IPHUHATHL Y4acTHE B
KOHKYpCax U CTaTh CaMbIM IIM(POBBIM I'PaKJaHUHOM!



